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Section 1: Master International A/S’ statement

The accompanying description has been prepared for data controllers, who has signed a data processing agree-
ment with Master International A/S, and who has a sufficient understanding to consider the description along with
other information, including information about controls operated by the data controllers themselves in assessing
whether the requirements of the EU Regulation on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data (hereinafter “the Regulation”) have been complied with.

Master International A/S uses the following sub-processor, Microsoft Azure. This statement does not include control
objectives and related controls at Master International A/S’ sub-processor. Certain control objectives in the descrip-
tion can only be achieved, if the sub-processor’s controls, assumed in the design of our controls, are suitably de-
signed and operationally effective. The description does not include control activities performed by sub-processors.

Some of the control areas, stated in Master International A/S’ description in Section 3 of the delivery of the Master
People Platform, can only be achieved if the complementary user entity controls with the data controllers are suitably
designed and operationally effective with Master International A/S’ controls. This assurance report does not include
the appropriateness of the design and operational effectiveness of these complementary user entity controls.

Master International A/S confirms that:

a) The accompanying description, Section 3, fairly presents how Master International A/S has processed
personal data for data controllers subject to the Regulation throughout the period from 1 March 2024 to 31
December 2024. The criteria used in making this statement were that the accompanying description:

(i) Presents how Master International A/S’ processes and controls were designed and implemented,
including:

. The types of services provided, including the type of personal data processed

. The procedures, within both information technology and manual systems, used to initiate,
record, process and, if necessary, correct, delete, and restrict processing of personal data

. The procedures used to ensure that data processing has taken place in accordance with
contract, instructions, or agreement with the data controller

. The procedures ensuring that the persons authorised to process personal data have com-
mitted to confidentiality or are subject to an appropriate statutory duty of confidentiality

. The procedures ensuring upon discontinuation of data processing that, by choice of the
data controller, all personal data are deleted or returned to the data controller unless reten-
tion of such personal data is required by law or regulation

. The procedures supporting in the event of breach of personal data security that the data
controller may report this to the supervisory authority and inform the data subjects

. The procedures ensuring appropriate technical and organisational safeguards in the pro-
cessing of personal data in consideration of the risks that are presented by personal data
processing, such as accidental or unlawful destruction, loss, alteration, unauthorised dis-
closure of, or access to, personal data transmitted, stored, or otherwise processed

. Controls that we, in reference to the scope of Master International A/S, have assumed
would be implemented by the data controllers and which, if necessary, in order to achieve
the control objectives stated in the description, are identified in the description

. Other aspects of our control environment, risk assessment process, information system
(including the related business processes) and communication, control activities and moni-
toring controls that are relevant to the processing of personal data
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(ii)

(iii)
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Includes relevant information about changes in the data processor’s delivery of the Master Peo-
ple Platform in the processing of personal data in the period from 1 March 2024 to 31 Decem-
ber 2024;

Does not omit or distort information relevant to the scope of delivery of the Master People Plat-
form being described for the processing of personal data while acknowledging that the descrip-
tion is prepared to meet the common needs of a broad range of data controllers and may not,
therefore, include every aspect of delivery of the Master People Platform that the individual data
controllers might consider important in their particular circumstances.

b) The controls related to the control objectives stated in the accompanying description were, in our view,
suitably designed and operated effectively throughout the period from 1 March 2024 to 31 December
2024 If relevant controls with sub-processors were operationally effective and data controller has per-
formed the complementary user entity controls, assumed in the design of Master International A/S’ con-
trols throughout the period from 1 March 2024 to 31 December 2024. The criteria used in making this
statement were that:

(i)

(ii)

(iif)

The risks that threatened achievement of the control objectives stated in the description were
identified
The identified controls would, if operated as described, provide reasonable assurance that

those risks did not prevent the stated control objectives from being achieved; and

The controls were consistently applied as designed, including that manual controls were applied
by individuals who have the appropriate competence and authority, throughout the period from
1 March 2024 to 31 December 2024.

c) Appropriate technical and organisational safeguards were established and maintained to comply with the
agreements with the data controllers, sound data processing practices and relevant requirements for
data processors in accordance with the Regulation.

Birkergd, 24 February 2025
Master International A/S

Jesper Broberg
CEO
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Section 2: Independent auditor’'s ISAE 3000 assurance report with rea-
sonable assurance on information security and measures
pursuant to Master International A/S’ data processing agree-
ments with data controllers during the period 1 March 2024 to
31 December 2024

To: Master International A/S and their customers

Scope

We were engaged to provide assurance about a) Master International A/S’ description, Section 3 of the delivery of
the Master People Platform in accordance with the data processing agreement with data controllers throughout
the period from 1 March 2024 to 31 December 2024 and about b+c) the design and operational effectiveness of
controls related to the control objectives stated in the Description.

Master International A/S uses the following sub-processor, Microsoft Azure. This statement does not include con-
trol objectives and related controls at Master International A/S’ sub-processor. Certain control objectives in the
description can only be achieved if the sub-processor’s controls, assumed in the design of our controls, are ap-
propriately designed, and operating effectively. The description does not include control activities performed by
sub-processor. Some of the control objectives stated in Master International A/S’ description in Section 3 of the
delivery of the Master People Platform, can only be achieved if the complementary user entity controls with the
data controller have been appropriately designed and operating effectively with the controls with Master Interna-
tional A/S. The report does not include the appropriateness of the design and operational effectiveness of these
complementary user entity controls.

Our opinion is based on reasonable assurance.

Master International A/S’ responsibilities

Master International A/S is responsible for: preparing the Description and the accompanying statement, Section 1,
including the completeness, accuracy, and the method of presentation of the Description and statement, providing
the services covered by the Description; stating the control objectives; and for the design and implementation of
operationally effective controls, to achieve the stated control objectives.

Grant Thornton’s independence and quality control

We have complied with the independence and other ethical requirements of the International Ethics Standards
Board for Accountants’ International Code of Ethics for Professional Accountants issued by the International Eth-
ics Standards Board for Accountants (IESBA Code), which is founded on fundamental principles of integrity, ob-
jectivity, professional competence and due care, confidentiality and professional behaviour and ethical require-
ments applicable to Denmark. Grant Thornton applies International Standard on Quality Management 1, ISQM 1,
requiring that we maintain a comprehensive system of quality control including documented policies and proce-
dures regarding compliance with ethical requirements, professional standards, and applicable legal and regulatory
requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on Master International A/S’ Description and on the design and opera-
tional effectiveness of controls related to the control objectives stated in that Description, based on our proce-
dures. We conducted our engagement in accordance with International Standard on Assurance Engagements
3000, “Assurance Engagements Other than Audits or Reviews of Historical Financial Information”, and additional
requirements under Danish audit regulation, to obtain reasonable assurance about whether, in all material re-
spects, the description is fairly presented, and the controls are appropriately designed and operating effectively.

An assurance engagement to report on the Description, design, and operating effectiveness of controls at a data
processor involves performing procedures to obtain evidence about the disclosures in the data processor’'s
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description of its delivery of the Master People Platform and about the design and operating effectiveness of con-
trols. The procedures selected depend on the auditor’'s judgment, including the assessment of the risks that the
Description is not fairly presented, and that controls are not appropriately designed or operating effectively. Our
procedures included testing the operating effectiveness of those controls that we consider necessary to provide
reasonable assurance that the control objectives stated in the description were achieved. An assurance engage-
ment of this type also includes evaluating the overall presentation of the Description, the appropriateness of the
objectives stated therein, and the appropriateness of the criteria specified by the data processor and described in
Section 1.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.

Limitations of controls at a data processor

Master International A/S’ description is prepared to meet the common needs of a broad range of data controllers
and may not, therefore, include every aspect of the delivery of the Master People Platform that the individual data
controllers may consider important in their particular circumstances. Also, because of their nature, controls at a
data processor may not prevent or detect personal data breaches. Furthermore, the projection of any evaluation
of the operating effectiveness to future periods is subject to the risk that controls at a data processor may become
inadequate or fail.

Opinion

Our opinion has been formed on the basis of the matters outlined in this auditor’s report. The criteria we used in
forming our opinion are those described in the Management's statement Section 1. In our opinion, in all material
respects:

(a) The Description fairly presents delivery of the Master People Platform as designed and implemented
throughout the period from 1 March 2024 to 31 December 2024;

(b) The controls related to the control objectives stated in the Description were appropriately designed
throughout the period from 1 March 2024 to 31 December 2024; and

(c) The controls tested, which were those necessary to provide reasonable assurance that the control objec-
tives stated in the Description were achieved, operated effectively throughout the period from 1 March
2024 to 31 December 2024.

Description of tests of controls

The specific controls tested, and the nature, timing, and results of those tests are listed in Section 4.

Intended users and purpose

This report and the description of tests of controls in Section 4 are intended only for data controllers who have
used Master International A/S’ delivery of the Master People Platform who have a sufficient understanding to con-
sider it along with other information, including information about controls operated by the data controllers them-
selves in assessing whether the requirements of the Regulation have been complied with.

Copenhagen, 24 February 2025

Grant Thornton
Godkendt Revisionspartnerselskab

Kristian Randlgv Lydolph Andreas Moos
State Authorised Public Accountant Partner, CISA, CISM
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Section 3: Master International A/S’ description of processing activity for
the delivery of the Master People Platform

The purpose of this description is to provide information to Master International A/S’ customers and their stake-
holders (including auditors) about compliance with the data processing agreements with customers.

Further, the purpose of this description is to provide information about the processing security, technical and or-
ganisational measures, and responsibilities between the data controller (our customers) and Master International
AJS.

The nature of processing

Master International A/S’ processing of personal data on behalf of the data controller is primarily: General Per-
sonal data.

Personal data

e General personal data, including identification such as name and contact information, year of birth,
gender, country of origin, preferred language, level of highest education, current employment status, and
current business function.

e Sensitive categories of personal data, including race and ethnic origin, political beliefs, religious or philo-
sophical conviction, union memberships, genetic data, biometric data for unambiguous identification,
health details, sexual relations, or sexual orientation.

e  Other personal data, including information about criminal offences and CPR numbers.

The following categories of natural persons are included in the data processing agreement:

e  Customers

Instructions from the data controller

The description includes the services delivered by Master International and focuses on control objectives relevant
to the internal controls that relate to the EU General Data Protection Regulation. The description includes the
business processes that Master International has identified as important to the companies using Master Interna-
tional as their data processor or data sub-processor from an information security perspective. The management of
Master International is responsible for identifying control objectives and for the manual and automated controls
put into operation to achieve these objectives. This includes the information technology and infrastructure sup-
ported by Master International’s operating organisation.

The description is intended to cover the companies using Master International as their data processor or data
sub-processor. Therefore, focus will be on the processes and controls which are used in the common processes.

The platform is Software-as-a-Service (SaaS) and is most often provided to the end-user company (customer)
through franchise partners having a GDPR Data Processing Agreement (DPA) with Master International. The
end-user company is the data controller, thus entering a DPA with the franchise partner and becoming responsi-
ble for the test takers they administer through the platform. The test takers are the data subjects in a GDPR con-
text.
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The delivery of the SaaS can be illustrated as follows:

2
Customer « Data controller
User of Platform
J
( )
Master Franchise Partner + Data processor
Sales and Customer
service
§ J
I
Master International + Data sub-processor
Development and -
Operations
§

Master International also has direct customers with no franchise partners involved. For them, Master International
serves as data processor, and the customer enters a DPA with Master International directly.

Data collected from assessments on the platform are always persisted in an anonymous form. Personal data are
stored in a different storage system with a separate authentication system and only kept per agreement with the
data controller. To ensure cleaning of data, the platform implements a notification system that can notify the data
controller when personal data is due for deletion and implements a process for the actual deletion of personal
data. All security policies, procedures, internal controls, data processing agreements and compliance objectives
are a primary focus of Master International, with the CEO assuming final responsibility and signing off on correct-
ness and internal compliance. To make sure that all security policies and processes are implemented throughout
the organisation, annual internal review and approval by area managers complement the Master Trusted Em-
ployee policies signed by all employees.

Risk assessment

Master International maintains a thorough risk assessment concerning threats relevant to each area of the plat-
form which may constitute a target or a vulnerability. The risk assessment is completed and maintained by the
CTO function following best practices and with due regard to current threat levels and the overall security land-
scape. It covers risks for personal data and for service continuity and recovery, and other types of risks and fail-
ures. Types of threats covered include cybercrime, misuse, service interruptions, physical events and accidents,
technical errors and unauthorised access, and the separate areas covered include communication, storage, soft-
ware, and physical locations and assets.

For all risks identified, the hypothetical scenario and its possible consequences from a general perspective as well
as a GDPR perspective were identified, and an analysis of impact and probability was conducted. Finally, for each
risk, the countermeasure taken to protect the platform and the data stored has been described and approved as a
valid means of minimising or removing the risk concerned.

The risk assessment is part of the Master International Security and Compliance Guide governing all security
measures concerning the platform and is approved and reviewed yearly.
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Instructions regarding processing of personal data

All processing of personal data on the platform, and all related procedures and tasks, are governed by strict poli-
cies and principles of the Master International Security and GDPR Compliance Guide and by legally binding data
processing agreements between Master International and its partners, and between partners and customers. The
data processing agreements between partners and customers are not subject to this assurance engagement. The
Security and Compliance guide is maintained by Master International’s CTO function to ensure continuous com-
pliance checking and consistency with the technical and operational aspects of the platform. All employees work-
ing with the platform and with the test solutions delivered on the platform are audited and have signed the Master
Trusted Employee Policy, covering conduct, compliance, procedures, and confidentiality.

Technical measures

Procedures and controls have been developed in the following main areas, which refer to the Data Protection
Regulation:

e Procedures and controls are followed to ensure that processing of personal data is performed according
with the principles and instructions in the data processing agreement.

e The data processor has implemented technical measures to safeguard relevant security of processing.

e The data processor has implemented organisational measures to safeguard relevant security of pro-
cessing.

e Procedures and controls are complied with to ensure that personal data can be deleted or returned if ar-
rangements are made with the data controller.

e Procedures and controls are complied with to ensure the data processor will only store personal data in
accordance with the agreement with the data controller.

e Procedures and controls are complied with to ensure that only approved sub-data processors are used.

e Procedures and controls are complied with to ensure that the data processor will only transfer personal
data to third countries in accordance with the agreement with the data controller.

e Procedures and controls are complied with to ensure that the data processor can assist the data control-
ler in handling out, correcting, deleting or restricting information.

e Procedures and controls are complied with to ensure that any personal data breaches may be re-
sponded to in accordance with the data processing agreements.

Reference is also made to Section 4, where the specific control activities are being described.

Encryption

To secure data beyond access control, the platform implements different encryption strategies on multiple levels:
Transport, Code and Storage.

All communication between our services and clients is secured by a 2048-bit encryption certificate issued to Mas-
ter International A/S by a trusted certificate authority. The encryption is implemented on all our services and sup-
ports HTTPS/TLS1.2+1.3 on all domains and endpoints used by the platform.

To ensure the integrity of our application, we use code-signing certificate issued by GlobalSign for all distributed
applications. This digital signature preserves the integrity of the application and ensures that the application code
is not altered with unapproved changes after release.

The platform utilised multiple database technologies. All of them implement encryption on a service level. This
means that all databases perform real-time encryption and decryption of data, backups and transaction logs using
the AES256 standard. Encryptions keys are managed and rotated in compliance with the internal security policy
and the root key is protected by an internal secret store.
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Organisational measures

The Master Trusted Employee Policy ensures that all employees at all times work actively to protect personal
data and information about test takers, customers, and partners, stored by users on the Master People Platform.
It also covers personal information available in other formats or on other media, when the data or exposure to the
data is related to Master International operating and supporting the Master People Platform.

Employees are authorised to perform work related tasks and required maintenance operations according to their
individual role(s). The register of roles assigned to employees is called "Risk Register and User Access List". The
employee is responsible for at all times to be aware of the roles that they can act in, and for escalating any doubts
or uncertainties regarding roles and/or policies to the immediate manager.

Data protection officer (DPO)

Master International A/S does not have an internal DPO, as the nature of the data processing is not sensitive and
no systematic monitoring is involved.

Return and deletion of personal data

On termination of the provision of personal data processing services, Master International A/S will be under obli-
gation to delete all personal data processed on behalf of the data controller and certify to the data controller that it
has done so unless Union or Member State law requires storage of the personal data.

The data processor commits to exclusively process the personal data for the purposes and duration provided for
by this law and under the strict applicable conditions.

Storage of personal data

We are only storing data as agreed in the data processing agreement, and we are frequently verifying the location
of servers and databases used by the system.

Use of subprocessors
We ensure the following via frequent verifications:

e That we have data processing agreements with subprocessors.

e That the requirements that we are subject to according to law or legislation, or by customers via con-
tracts and data processing agreements, also are imposed on subprocessors.

e That the data controllers are informed in case of changes / replacement of subprocessors.

Transfer of personal data to third countries

We do not store personal/customer data outside the EU/EEA.

Rights of the data subjects

For all systems we have a procedure for how the data processor meets the data subject’s rights. These may be
obtained from our support, or our support can assist in solving the task.

Managing personal data breaches

We have a procedure for how to detect and handle possible data breaches. Additionally, we have monitoring and
alarms on critical systems. Data controllers are without undue delay informed about possible data breaches that
may affect their data.
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Complementary user entity controls with the data controller

As part of the delivery of the services, there are controls that are assumed to have been implemented by the data
controllers. These controls are essential to achieve the control objectives stated in the description. The data con-
trollers have the following obligations:

Ensure that the personal data is up to date.
Ensure that the instruction is always legal in relation to the privacy law.

e Ensure that the instruction is appropriate, with respect to the data processing agreement and the princi-
pal service.

e Ensure that the data controller’s users are up to date.

e ltis the data controller’s responsibility to ensure that the test taker (data subject) has given their consent
to the processing of their personal data.

e ltis the data controller’s responsibility to ensure that they only perform legal processing of personal
data.

e Franchise partners (data processors) are responsible for ensuring a data processing agreement with the
data controller.

e ltis the data controller’s responsibility to ensure that the test taker (data subject) is informed about rele-
vant processing of personal data and the subject’s rights.

e ltis the data controller’s responsibility to ensure a process for responding to queries from the data sub-
ject in a timely manner.
It is the data controller’s responsibility to delete or rectify personal data.
It is the data controller’s responsibility to ensure that the data controller's employees have restricted ac-
cess to personal data and to delete or rectify personal data on request.

e ltis the data controller’s responsibility to ensure that the correction of personal data has been done cor-
rectly and without undue delay.

e The data controller is responsible for providing the data subject with an extract file of personal data on
request.

e ltis the data controller’s responsibility to ensure that only authorised employees at the data controller
have access to personal data.

e ltis the data controller’s responsibility to observe and examine the user’s activities in relevant audit logs.
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